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Abstract: As the Internet of Things (1oT) expands, it enhances connectivity and intelligence
in users' lifestyles through a vast array of devices that collect and share significant amounts of
data. This data is transmitted to cloud servers for analysis, supporting applications like
optimizing energy usage in smart grids and managing traffic in the Internet of Vehicles (loV).
However, the extensive data collection raises serious privacy and security concerns, including
risks of data breaches and misuse. To protect user data while enabling meaningful aggregate
analysis, various secure aggregation methods have been developed, including homomorphic
encryption, differential privacy, and masked encryption. While masked encryption is
lightweight and efficient, it faces challenges related to network instability and does not
adequately support advanced data analysis techniques such as histogram estimation.
Addressing these limitations is crucial for ensuring secure and effective data aggregation in the

evolving loT landscape, balancing privacy with the need for comprehensive data insights.

“Index Terms - Efficient and Reliable Data Aggregation (ERDA), Edge-Cloud Computing,
Privacy-Preserving Aggregation, Federated Learning, Secure Key Management,

Poly_RecAgg, CRT_RecAgg, loT Security, Homomorphic Encryption, Differential Privacy. .

1. INTRODUCTION challenges, this project introduces a

Efficient and Reliable Data Aggregation

The increasing deployment of loT devices (ERDA) scheme designed for edge-cloud

in edge-cloud environments necessitates systems. The ERDA scheme employs an

efficient and secure data aggregation offline/online paradigm, where encryption

schemes to ensure privacy and reduce keys are pre-generated by edge servers

computational overhead. To address these
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offline, and data aggregation and key
recovery are performed online. This
enhances

approach security  while

optimizing  computational  efficiency,
particularly in managing keys for both

dropped and surviving users [1], [4], [18].

The proposed system architecture consists
of three key components: Edge Servers,
Cloud Servers, and Users. Edge servers
play a crucial role in processing data locally
before forwarding it to cloud servers,
thereby reducing latency and improving
resource utilization [6], [12]. Additionally,
the ERDA scheme integrates advanced
aggregation algorithms such as
Poly_RecAgg and CRT_RecAgg, ensuring
efficient and verifiable data aggregation
while preserving user privacy [5], [17],
[20]. To further optimize cloud resource
usage, the ERDA scheme incorporates a
cache memory feature at edge servers,
enabling the identification and elimination
of duplicate data. This enhancement
minimizes redundant computations and
storage requirements, contributing to the

overall efficiency of the system [3], [22].

By leveraging lightweight cryptographic
techniques and secure  aggregation
mechanisms, the ERDA scheme ensures
robust protection against potential security
threats, including Byzantine attacks and

user dropouts [4], [23], [25]. With its

JNAO Vol. 16, Issue. 2: 2025

emphasis on security, efficiency, and
scalability, the proposed ERDA scheme
provides a promising solution for privacy-
preserving data aggregation in edge-cloud

environments.
2. RELATED WORK

Privacy-preserving data aggregation in
edge-cloud environments has been
extensively studied in recent years, with
various approaches focusing on efficiency,
security, and robustness. Federated
learning-based aggregation schemes have
gained popularity due to their ability to train
models without directly exposing user data.
However, ensuring privacy and security in
such schemes remains a critical challenge

[4], [17], [19].

Several studies have proposed lightweight
and secure aggregation mechanisms. For
instance, Song et al. [1] introduced EPPDA,
an efficient privacy-preserving data
aggregation scheme for federated learning,
which leverages cryptographic techniques
to secure user data while minimizing
computational overhead. Similarly, Zhang
and Dong [2] proposed a lightweight
aggregation scheme for wireless body area
(WBANS),

anonymous multi-receiver communications

networks focusing  on

to enhance privacy.
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In smart grid systems, researchers have
explored privacy-preserving aggregation
techniques to optimize energy consumption
and data security. Zhan et al. [3] proposed a
function-queryable aggregation model that
enables efficient and secure computation in
smart grids. Additionally, Zhang et al. [5]
designed a verifiable multi-type data
aggregation scheme using homomorphic
encryption to enhance privacy in smart grid

applications.

Federated learning aggregation schemes
often face challenges related to Byzantine
attacks and user dropouts. To address these
issues, Zhao et al. [4] introduced SEAR, a
Byzantine-robust aggregation method that
ensures secure and efficient federated
learning. Other works, such as those by
Schlegel et al. [23] and Jahani-Nezhad et al.
[24], have focused on secure aggregation
techniques that mitigate straggler effects
and maintain robustness in federated

learning frameworks.

Caching and redundancy elimination
techniques have also been explored to
optimize data aggregation. Liu et al. [12]
proposed a privacy-preserving function
query model that integrates fog computing
to reduce redundant computations and
enhance efficiency. Furthermore, Guo et al.
[20] developed VeriFL, a communication-
efficient and verifiable aggregation

JNAO Vol. 16, Issue. 2: 2025

framework that reduces computational and
communication costs in federated learning

environments.

Blockchain and differential privacy have
been leveraged to further enhance security
in data aggregation schemes. Jia et al. [18]
introduced a blockchain-enabled federated
learning model that integrates
homomorphic encryption and differential
privacy to ensure secure aggregation in
10T environments. Additionally, Wei et al.
[17] analyzed the performance trade-offs of
federated learning with differential privacy,
highlighting the balance between security

and model accuracy.

The ERDA scheme builds upon these

existing works by integrating an

offline/online key management
mechanism, advanced aggregation
algorithms (Poly_RecAgg and

CRT_RecAgg), and a caching feature at
edge servers. These enhancements improve
security, reduce computational overhead,
and optimize resource utilization in edge-

cloud environments.
3. MATERIALS AND METHODS

The project introduces a novel Efficent and
Reliable Data Aggregation (ERDA)
scheme  designed  for  edge-cloud
environments. To ensure efficient and

secure data aggregation, edge servers
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generate and distribute encryption keys
offline, reducing computational overhead
and enhancing security [1], [4], [18]. Unlike
traditional schemes where key regeneration
is required for users leaving the network,
the ERDA scheme enables key recovery
through edge servers, thereby minimizing
system overhead and maintaining seamless
operations [3], [12].

In the proposed system, cloud servers are
responsible for data aggregation, leveraging
advanced decryption algorithms such as
CRT_RecAgg.

Poly_RecAgg facilitates faster computation

Poly RecAgg and

by directly parsing encrypted data, ensuring
efficient decryption while preserving data
privacy [5], [20]. On the other hand,
CRT_RecAgg employs a loop-based
approach for bit-by-bit decryption, which
enhances security and robustness against
adversarial threats [17], [23], [24].

By integrating  offline/online  key
management and advanced aggregation
techniques, the ERDA scheme optimizes
computational efficiency, reduces data
redundancy, and enhances overall system
security, making it a suitable solution for

edge-cloud environments [6], [22].

JNAO Vol. 16, Issue. 2: 2025

Fig.1 Proposed Architecture

The image (Fig.1) illustrates a cloud-based
loT data processing architecture with edge
computing. loT devices collect and encrypt
data before transmitting it to edge nodes.
Each user has offline keys for security. The
edge servers use cache memory to filter
duplicate  values, conserving cloud
resources. Processed data is sent to a central
cloud server, which applies the "POLY
REC AGGREGATE" algorithm for
decryption and pattern recognition through
histograms. Three edge nodes manage
different sets of users and transmit refined
data to the cloud. This hybrid edge-cloud
architecture enhances efficiency, security,

and scalability in 10T data management.
i) Dataset Collection:

The dataset for this project is collected from
loT devices operating in an edge-cloud
environment, ensuring real-world
applicability. The data includes sensor

readings, user activity logs, and encrypted
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metadata from multiple distributed edge
nodes. To maintain privacy and security, all
collected data undergoes encryption before
aggregation, following privacy-preserving
protocols [1], [4], [18].

Edge servers handle initial data
preprocessing, including duplicate removal
and outlier detection, before forwarding the
refined dataset to cloud servers for
aggregation [6], [12]. The dataset also
incorporates

dynamically  generated

encryption  keys,  ensuring  secure
transmission and storage [3], [5]. To
evaluate the performance of the ERDA
scheme, both synthetic and real-world
datasets are considered, simulating various
network conditions and user behaviors [17],

[20], [23].

Additionally, publicly available datasets
related to 1oT security and federated
learning may be utilized to validate the
model’s efficiency and accuracy in large-

scale deployments [22], [24].
ii) User Signup

Purpose: Allows new users to register and

create an account in the system.

Functionality: The user provides necessary
details like username, password, and other
relevant information. The system stores this
information in a secure database, ensuring

that user credentials are protected. Once

JNAO Vol. 16, Issue. 2: 2025

registered, the user can proceed to log in to

the system.
iii) User Login

Purpose: Authenticates existing users to

access the system.

Functionality: Users enter their registered
username and password. The system
verifies the credentials against the stored
data. Upon successful authentication, the
user gains access to the system’s
functionalities. If the credentials are
incorrect, the system denies access and

prompts the user to try again.
iv) ES Offline Key Generate

Purpose: Generates cryptographic keys
offline for secure data encryption.

Functionality: The Edge Server (ES)
generates unique cryptographic keys for
each registered user. These keys are then
distributed to the respective users. This
offline key generation ensures that keys are
created securely without exposing them to
potential online threats. The keys are stored
securely and will be used by users to
encrypt their 10T data before sending it to

the Edge Server.
v) Data Collection

Purpose: Collects and encrypts loT data

from users' devices.
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Functionality: This module simulates the
collection of 10T data (e.g., environmental
data, location data) from users’ devices.
The collected data is then encrypted using
the cryptographic keys generated by the
Edge Server. After encryption, the data is
sent back to the Edge Server for
aggregation and further processing.

vi) CS Poly Aggregation

Purpose: Aggregates and decrypts data
using the Poly_RecAgg algorithm.

Functionality: The Edge Server forwards
the encrypted data to the Cloud Server
(CS). The Cloud Server then applies the
Poly_RecAgg algorithm to decrypt the
aggregated data. Poly_RecAgg is designed
for efficient decryption, directly handling
the encrypted data to recover the original
values. After decryption, the Cloud Server
uses the data to estimate histograms or
analyze patterns, such as identifying road

traffic trends.
vii) CS CRT Aggregation

Purpose: Aggregates and decrypts data
using the CRT_RecAgg algorithm.

Functionality: ~ Similar to the Poly
Aggregation, this module also aggregates
encrypted data at the Cloud Server.
However, it uses the CRT_RecAgg
algorithm for decryption. CRT_RecAgg

JNAO Vol. 16, Issue. 2: 2025
performs a bit-by-bit decryption, which

may be slower but allows for more detailed
decryption. The decrypted data is then used
to estimate histograms or identify patterns

in the collected data.
viii) Computation Graph

Purpose: Visualizes the computation time

for different algorithms used in the system.

Functionality: This module generates and
displays a graph that compares the
computation times of the Poly RecAgg,
CRT_RecAgg, and the Extension Cache
algorithms. The graph helps in analyzing
the efficiency of each algorithm in terms of
speed and resource usage. The x-axis of the
graph represents the number of aggregated
values, while the y-axis represents the
computation time. This visual
representation aids in understanding the
performance differences between the

algorithms.
iX) Extension:

The project introduces an extension that
integrates cache memory at the edge servers
to optimize data processing and reduce
resource consumption. Each user's sensed
data is temporarily stored in the cache
memory, where the edge server scans for
and removes duplicate values before
sending the data to the cloud server. This

approach  minimizes redundant data
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transmission, conserving cloud resources
and computational costs. The system is
simulated using randomly generated loT
data for encryption and decryption, as

actual sensing devices are not available.
4. RESULTS & DISCUSSION

To run project copy content from
‘Database.txt” file and then paste in
MYSQL console to create database and

then double click on ‘runServer.bat’ file to

start python web server and get below page

In above screen python server started and
now open browser and enter URL as
http://127.0.0.1:8000/index.html and press

enter key to get below page

In above screen click on ‘New User Sign

up’ link to get below page

JNAO Vol. 16, Issue. 2: 2025

In above screen user is entering sign up
details and then press button to complete

sign up process and get below page

In above screen user sign up completed and
now click on ‘User Login’ link to get below

login page

= ¥

In above screen user is login and after login

will get below page


http://127.0.0.1:8000/index.html

T O B - -

¢ v s humtw '

In above screen click on ‘ES Offline Key
Generate’ link to generate keys for each

user

In above screen enter number of users like
20 or 30 and then press button to generate
keys for each user and will get below page

In above screen for each user keys are

generated and in above table first column
contains ‘User ID’ and second column
contains ‘Generated Keys for that user’.
Now click on ‘Data Collection’ link to

generate 10T random data and then encrypt

JNAO Vol. 16, Issue. 2: 2025

using propose algorithm and get below

page

In above screen can see generated
encrypted and in table first column contains
‘User id’ and second column contains
encrypted value of sense data and now click
on ‘CS Poly Aggregation’ link to allow
Cloud Server to decode and recover
aggregated data using POLY algorithm and

get below output

In above screen first column contains User

ID, second column contains Encrypted
Data and third column contains ‘Decoded
Decrypt values’ and now click on ‘CS CRT
Aggregation’ link to allow cloud server to
decrypt aggregate values using CRT
algorithm and get below page



14

In above screen can see decrypted data
obtained using CRT algorithm and scroll
down above output page to view computed

histogram values

In above graph x-axis represents sense
values and y-axis represents count and then
can see pattern of random data and now
click on ‘Computation Graph’ link to get

below page

In above graph x-axis represents number of

aggregated values and y-axis represents
Computation Time. In above graph blue
line represents CRT encoding and decoding

JNAO Vol. 16, Issue. 2: 2025

algorithm, orange line represents POLY
decoding algorithm and green line
represents Extension Cache computation
time. In all algorithms Extension cache is

taking less computation time.

Similarly by following above screens you

can run code.
5. CONCLUSION

The project successfully implemented a
Efficient and Reliable Data Aggregation
(ERDA) scheme within an edge-cloud
environment, demonstrating its ability to
securely and efficiently aggregate data from
multiple loT devices. A key recovery
mechanism was introduced, allowing the
system to recover keys of users who leave
the network without the need for re-
generation, thereby reducing overhead. The
project also provided a comparative
analysis of the Poly RecAgg and
CRT_RecAgg algorithms, highlighting
Poly RecAgg's faster decryption
capabilities and CRT_RecAgg's detailed
decryption process. Additionally, the
incorporation of a cache memory system to
filter out duplicate sensed data significantly
optimized resource usage, reducing cloud
server workload and energy consumption.
Overall, the project established a strong
foundation for real-world applications,

particularly in traffic monitoring, by
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enhancing data security and system

efficiency in edge-cloud architectures.
Future Scope:

1. Integration with Machine Learning:
Investigating the integration of machine
learning algorithms with the ERDA
framework could enable more sophisticated
data analysis and predictive modeling while

preserving user privacy.

2. Real-World Implementation: Conducting
field trials and real-world implementations
of the ERDA scheme in various loT
applications (e.g., smart cities, healthcare)
can provide valuable insights and further

validate its effectiveness and efficiency.

3. Multi-Layer Security: Introduce multi-
layered security protocols that combine
ERDA with other security mechanisms like
blockchain or differential privacy to further
protect user data and enhance trust in data

integrity.
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